REGISTRO 2019/20 – Network Security
	Week 1
	Lecturer
	Lez
	Topic(s)

	Mon 23 sep 2019, 14-15
	Bianchi
	LEZ 1
	Course goals, course structure, syllabus, teaching material, prodecures, overview of the topics to be addressed.

	Mon 23 sep 2019, 15-16
	Bianchi
	LEZ 2
	Vernam cipher (one time pad), definition of unconditional security; example on how to mess up with the usage of cryptographic primitives: attack to an RFID mutual authentication protocol based on pseudo-random primitives (instead of random / OTP).

	Wed 25 sep 2019, 14-15
	Bruschi
	LEZ 3
	Definition and overview of security services. Basics of symmetric encryption with some history (and very brief overview of historical algorithms – Caesar, Vigenere, …). Taxonomy: stream vs block ciphers.

	Wed 25 sep 2019, 15-16
	Bruschi
	LEZ 4
	Stream ciphers: secure pseudo random functions; why standard RND are NOT secure (with example of prediction attack to ordinary LCG random generators) 

	Thu 26 sep 2019, 11-12
	Bianchi
	LEZ 5
	WEP (WiFi): background, history, promised security services (sic!). How WEP encrypts data: review of stream ciphers, why Initialization Vectors (IV) should differ. 

	Thu 26 sep 2019, 12-13
	Bianchi
	LEZ 6
	WEP confidentiality shortcoming: way too small IV space. Attacks via construction of IV ( keystream dictionary. Further attacks to confidentiality: very short overview of the Flurehr, Mantin, Shamir’s attack (no technical details, just the basic idea).


	Week 2
	Lecturer
	Lez
	Topic(s)

	Mon 30 sep 2019, 14-15
	Bianchi
	LEZ 7
	Authentication: overview; authentication in WEP; discussion on reveal vs prove knowledge of secret; the WEP approach: prove knowledge of secret key. Why WEP is grossly flawed (IV chosen by attacker!). Why WEP authentication can be used against confidentiality (use WEP auth as known plaintext attack oracle). 

	Mon 30 sep 2019, 15-16
	Bianchi
	LEZ 8
	What is Message Integrity. Integrity in WEP via CRC. Flaw: CRC linearity versus XOR; Further problem: encryption does not prevent tampering. Conclusion: trivial message modification (with details), trivial message forgery. Discussion: why integrity needs a dedicated secret key.

	Wed 02 oct 2019, 14-15
	Bianchi
	LEZ 9
	PPP: introduzione, contesto, stack protocollare. HDLC-like: formato della trama, byte stuffing, incapsulamento, diagramma delle fasi (establish/authentication/network/termination). 

	Wed 02 oct 2019, 15-16
	Bianchi
	LEZ 10
	PPP Link Control Protocol: formato dei pacchetti, procedura di link establishment, Reject vs Nak, codifica delle opzioni, altre fasi di LCP e relativi pacchetti (link termination, control&debug). Esempi di funzionamento di LCP. IP control Protocol: configurazione, pacchetti, analogie con LCP. Esempi IPCP. (PPP over ethernet saltato nel 2019)

	Thu 03 oct 2019, 11-12
	Bianchi
	LEZ 11
	Authentication: basic concepts, password entropy (with formulae), paasword frequency statistics (David Malone’s paper), dictionary attacks and tools.

	Thu 03 oct 2019, 12-13
	Bianchi
	LEZ 12
	PPP authentication, protocol details (options, packet formats, negotiation, etc), PAP (Password Authentication Protocol). 


	Week 3
	Lecturer
	Lez
	Topic(s)

	Mon 07 oct 2019, 14-15
	Bianchi
	LEZ 13
	one-way hash functions: basic idea, properties, discussion. Difference between pre-image resistence and second pre-image resistence, with DLOG as counterexample. Concept of Collision, strong collision resistence and Birthday Paradox (with mathematical derivation of 1.177 sqrt(n) formula)

	Mon 07 oct 2019, 15-16
	Bianchi
	LEZ 14
	CHAP: basic idea. PPP CHAP: formats, details.

	Wed 09 oct 2019, 14-15
	Bianchi
	LEZ 15
	Extensions: hashed password DB in PAP; why this is not possible in CHAP; mitigation with salt. Security comparison between PAP and CHAP: when PAP and when CHAP (for different attacker models). One time password: hash chains. One-time password in 2FA (HOTP, TOTP – both in brief).

	Wed 09 oct 2019, 15-16
	Bianchi
	LEZ 16
	Mutual authentication with shared secret. Why NOT using CHAP twice. Many examples of patches and breaches (and examples of reflection and intertwining attacks. The “correct” approach (with the key idea of cryptographically binding the two challenges). 

	Thu 10 oct 2019, 11-12
	Bianchi
	LEZ 17
	2G authentication (including ultra-short background on old-style GSM), why triplets (both performance and security – quality of RAND). Comp128 story and the failure of security by obscurity. 

	Thu 10 oct 2019, 12-13
	Bianchi
	LEZ 18
	2G limitations, lack of mutual authentication, possible attack scenarios (downgrade 4G-3G-2G). 3G: open cryptographic standards (opposite of security by obscurity). Intro to 3G authentication: quintuplets, why multiple keys (CK and IK).


	Week 4
	Lecturer
	Lez
	Topic(s)

	Mon 14 oct 2019, 14-15
	Bianchi
	LEZ 19
	The concept of nonce as generalization of challenge. Mutual authentication in UMTS AKA: AUTN structure, role of SQN as nonce, two-way approach.  Digression: entity authentication vs nmessage authentication. Location privacy via SQN protection: the Anonimity Key.

	Mon 14 oct 2019, 15-16
	Bianchi
	LEZ 20
	Message Authentication: general approach, opportunity of hash-based message authentication. Real world hash functions: iterative (Merkle-Damgard) construction – numerical example with MD5 parameters. How interative construction may play havoc with Message Authentication: issues with key-prefix (expansion attack) e key-suffix (state precomputation).

	Wed 16 oct 2019, 14-15
	Spaziani
	LEZ 21
	Review of security definitions (semantic security). Block ciphers. Overview. Confusion/Diffusion principle and S-box/P-box practice. Iterations and relevant performance drawbacks. Feistel network: why, details, security considerations.

	Wed 16 oct 2019, 15-16
	Spaziani
	LEZ 22
	DES, Why not double DES (Meet-in-the-middle attack). Triple DES. 

	Thu 17 oct 2019, 11-12
	Spaziani
	LEZ 23
	Brief overview of AES. Block ciphers: modes of operation. Why chaining (and discussion of severe ECB limitations).

	Thu 17 oct 2019, 12-13
	Spaziani
	LEZ 24
	CBC mode: details. CRT mode: details. 


	Week 5
	Lecturer
	Lez
	Topic(s)

	Wed 23 oct 2019, 14-15
	Bianchi
	LEZ 25
	MAC review, NMAC, HMAC (costruzione, motivazioni), risultati 1996,  confronto con ris. 2006.

	Wed 23 oct 2019, 15-16
	Bianchi
	LEZ 26
	RADIUS: introduction, motivations, general principles (architecture, protocol stack, packet format, roaming and proxy radius). Radius operation: request(accept/reject/challenge. Attributes. List of radius security functions.

	Thu 24 oct 2019, 11-12
	Bianchi
	LEZ 27
	Kahoot exercises on all topics up to here

	Thu 24 oct 2019, 12-13
	Bianchi
	LEZ 28
	Detailed presentation and analysis of response authentication procedure. How RADIUS supports CHAP, and how this can be attacked: need to protect also the request message (or cryptographically bind request to response)


	Week 6
	Lecturer
	Lez
	Topic(s)

	Mon 28 oct 2019, 14-15
	Bianchi
	LEZ 29
	Radius: user-password encryption technique. Problems with reuse of shared secret. Request authentication extension for message request protection. RADIUS volnerabilities: how to set-up a dictionary attack to the shared secret. 

	Mon 28 oct 2019, 15-16
	Bianchi
	LEZ 30
	RADIUS vulnerabilities: importance of AUTH as random value. How implementors may get in trouble when left alone in generating 16 bytes random values.

	Wed 30 oct 2019, 14-15
	Bianchi
	LEZ 31
	Radius functional limits. Radius scalability limits. Recent standardization (RADext, Diameter, DiME). Overview of Diameter and relevant RFC organization structure. 

	Wed 30 oct 2019, 15-16
	Bianchi
	LEZ 32
	New DIAMETER functionalities: i) reliable trasport (with very brief notes on SCTP) ii) error control and duplication (very brief), iii) extensions to cope with functional limits, new header format, new AVP format, why the M flag; iv) DIAMETER agents: relay, redirect, proxy.

	Thu 31 oct 2019, 11-12
	Bianchi
	LEZ 33
	Transport Layer Security: storia, evoluzione di SSL. Servizi offerti da TLS e supporto applicazioni (porte specifiche e discuss.). Stack protocollare TLS. 

	Thu 31 oct 2019, 12-13
	Bianchi
	LEZ 34
	TLS Record Protocol: formato messaggi, frammentazione, compressione, autenticazione, crittografia. Perche’ sequence # in HMAC, conseguenze DTLS.


	Week 7
	Lecturer
	Lez
	Topic(s)

	Mon 04 nov 2019, 14-15
	Spaziani
	LEZ 35
	Authenticated Encryption with Associated Data – AEAD, AES algorithms (overview)

	Mon 04 nov 2019, 15-16
	Spaziani
	LEZ 36
	API and programming examples

	Wed 06 nov 2019, 14-15
	Bonola
	LEZ 37
	Asymmetric cryptography: RSA algorithm: introduction, factorization, Euler phi function, examples with Mathematica.

	Wed 06 nov 2019, 15-16
	Bonola
	LEZ 38
	certificates, certification authorities, PKI.

	Thu 07 nov 2019, 11-12
	Bianchi
	LEZ 39
	Which order? MAC then Encrypt, Encrypt then MAC or MAC and Encrypt? 

	Thu 07 nov 2019, 12-13
	Bianchi
	LEZ 40
	CBC padding Oracle attack (and TLS padding).


	Week 8
	Lecturer
	Lez
	Topic(s)

	Mon 11 nov 2019, 14-15
	Bianchi
	LEZ 41
	Feasibility of Padding Oracle Attack: IMAP example, first countermesaures and time channel attacks (lucky13, etc.). 

	Mon 11 nov 2019, 15-16
	Bianchi
	LEZ 42
	Review of CBC encryption when multiple messages are encrypted. Predictable IV – vulnerability against chosen Plaintext attack. The BEAST attack, with demo on youtube. Notion of chosen boundary attack and its usage in BEAST.

	Tue 12 nov 2019 17-19
	EXTRA
	XTRA
	Midterm exam #1

	Wed 13 nov 2019, 14-15
	Bianchi
	LEZ 43
	TLS compression. Issues. CRIME: attack to TLS compression. 

	Wed 13 nov 2019, 15-16
	Bianchi
	LEZ 44
	TSL handshake: introduction, goals, session vs connection, analysis of a real trace. The concept of negotiation; negotiation in TLS; cipher suites. Bidding down and downgrade attacks.

	Thu 14 nov 2019, 11-12
	Bonola
	LEZ 45
	Certificate lab with openssl, x.509: structure, details, certificate revocation and CRL.

	Thu 14 nov 2019, 12-13
	Bonola
	LEZ 46
	Example of certificate signing request


	Week 9
	Lecturer
	Lez
	Topic(s)

	Mon 18 nov 2019, 14-15
	Bianchi
	LEZ 47
	Key exchange in TLS: key transport and Key Agreement, DH versus RSA. RSA key transport: protection against version downgrade attack. 

	Mon 18 nov 2019, 15-16
	Bianchi
	LEZ 48
	TLS with Diffie-Hellman – variants: Anon DH, fixed DH, ephemeral DH. Discussion.

	Wed 20 nov 2019, 14-15
	Bianchi
	LEZ 49
	Entity authentication using asymmetric crypto. How to protect negotiation? The “repeat when authenticated” principle. Details on certificate verify and explanation of the digitally signed log idea in tls. 

	Wed 20 nov 2019, 15-16
	Bianchi
	LEZ 50
	Finished message and its importance in both authentication and prevention from downgrade attack. Why TLS is broken by construction if auth = null is negotiated.

	Thu 21 nov 2019, 11-12
	Bianchi
	LEZ 51
	More insights on key transport con RSA. Malleability of RSA PKCS#1v1.5 & padding in relation to CPA & CCA attacks.

	Thu 21 nov 2019, 12-13
	Bianchi
	LEZ 52
	Bleichenbacher Oracle with simplified numerical example (first bit oracle). Discussion about parity bit. Real world attacks (DROWN 2016, ROBOT 2018), relevant discussion (TLS fuzzying, side channel, etc)


	Week 10
	Lecturer
	Lez
	Topic(s)

	Mon 25 nov 2019, 14-15
	Spaziani
	LEZ 53
	Introduction to (HW-oriented) side channel attacks. Power channels, timing channels, fault attacks. 

	Mon 25 nov 2019, 15-16
	Spaziani
	LEZ 54
	Introduction to CPU transient execution attacks: Spectre, meltdown, L1TF (foreshadow)

	Wed 27 nov 2019, 14-15
	Bianchi
	LEZ 55
	Key management and hierarchy in TLS (pre-master secret, master secret, connection state keys). Why extract? Why expand? Ideal PRF, practical PRFs up to TLS 1.2. Hash-based Key Derivation Function: HKDF construction.

	Wed 27 nov 2019, 15-16
	Bianchi
	LEZ 56
	TLS connection management, alert Protocols and sample alerts, discussion on why tls doesn’t protect TCP connection. Session integrity requirements: truncation attack & close-notify defense. Renegotiation Attack with simple examples.

	Thu 28 nov 2019, 11-12
	Bianchi
	LEZ 57
	Discussion on the failure of PKI model, new threats. Solution: Certificate Transparency DB. Implementation with Merkle Tree (with detailed presentation of merkle trees and exeaples of usage – e.g. securing a large chunked file, protect against strip attacks, etc). 

	Thu 28 nov 2019, 12-13
	Bianchi
	LEZ 58
	TLS1.3: Perfect Forward Secrecy, why RSA cannot guarantee PFS. Other main differences of TLSv1.3: AEAD-only, PSK, PSK with PFS, 0-RTT (just mentioned in 2019, no time for further details and discussion of replay attack)


	Week 11
	Lecturer
	Lez
	Topic(s)

	Mon 02 dec 2019, 14-15
	Bianchi
	LEZ 59
	Secret sharing: the problem, why split of secret into two half size parts is a very poor approach. Better approach: XOR. Extension to n players with XOR. discussion about unconditional security. random modular additions instead of XOR, trivial secret sharing.

	Mon 02 dec 2019, 15-16
	Bianchi
	LEZ 60
	 (t,n) versus (n.n). a (2,n) scheme using linear interpolation. A more general (t,n) Shamir Secret Sharing scheme on integers (wrong!): mathematical details and Lagrange interpolation. (In)security of the scheme explained so far: how to secure it using prime finite fields.

	Thu 05 dec 2019, 11-12
	Bonola
	LEZ 61
	IPSEC intro: VPN, motivation. TLS features vs IPsec’s features. Protocol stack and different implementation means (bump in the “xxx”).

	Thu 05 dec 2019, 12-13
	Bonola
	LEZ 62
	IPsec: architecture, security association, security association database, security policy database. demo with netkit lab


	Week 12
	Lecturer
	Lez
	Topic(s)

	Mon 09 dec 2019, 14-15
	Bianchi
	LEZ 63
	Shamir Secret Sharing (reprise): Numerical examples using mathematica, for both standard arythmetics and modular arythmetics (and why only the latter is secure).

	Mon 09 dec 2019, 15-16
	Bianchi
	LEZ 64
	Homomorphic property: Shamir satisfies homomorphic property. Same for Trivial secret sharing. Layman Introduction to Secure Multiparty Computation. History. SMC based on secret sharing . System-level architecture : input peers, privacy peers, security requirements, notion of simulated third party.

	Tue 10 dec 2019, 14-15
	Bonola
	LEZ 65
	AH and ESP services, Tunnel vs transport mode (when tunnel mode; when transport mode). Packet format, Extended sequence number e anti-replay, Padding e Traffic Flow confidentiality.

	Tue 10 dec 2019, 15-16
	Bonola
	LEZ 66
	IKE versione 2: introduzione, negoziazione, formato dei messaggi (header e vari payload), IKE: Protezione contro attacchi di version rollback. A few details (struttura di SA, Ke, N, traffic selectors, child associations). Cookies e protezione contro attacchi DOS.

	Tue 10 dec 2019, 16-17
	Bonola
	LEZ 67
	Practical lecture : setup of an IPsec VPN

	Wed 11 dec 2019, 14-15
	Bianchi
	LEZ 68
	

	Wed 11 dec 2019, 15-16
	Bianchi
	LEZ 69
	

	Thu 12 dec 2019, 11-12
	Bianchi
	LEZ 70
	

	Thu 12 dec 2019, 12-13
	Bianchi
	LEZ 71
	


